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Cyber attack: not if, but when

Tech-PeopleNon-Tech-People



Communications is key
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Incident or crisis
• effective communication
• reputation management
• stakeholder engagement

Prevention: empowering people
• framing cybersecurity
• awareness campaigns
• translation to non-technical 

language
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Be prepared: Cyber Crisis Communication Plan

• Identify your stakeholders
• Prepare key messages
• Prepare questions  
• Set up communication tools
• Put together a team
• Practise and test your plan

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box


Elements of an IT 
security incident
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• Significant threat to your organisation

• Moment of surprise

• Rapid developments 

• High degree of uncertainty

• Limited (and sometimes incorrect) 

information

• Short time to make decisions

• Pressure from external interest 

groups/media



The incident



Challenges during an incident

q Internal communication

q External communication 

q Prioritization

q Translating technical realities into economic/legal consequences

q Defining and fulfilling roles

q Stress management
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… and you?



Lessons Learned after incident

• Learn from mistakes
• Improve your plan
• Fingerpointing is useless
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And now what?

• Talk to your security team
• Make a plan ( > collaborate)
• Practice ( > join our crisis simulation exercise)



Resources and Contact

switch.ch/en/insights/gym-bag-saves-university-ransomware

switch.ch/en/insights/10-tips-successful-incident-response

enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box

connect.geant.org/2024/10/16/strengthening-security-awareness-in-higher-education-how-
switchs-new-community-is-bridging-silos-and-promoting-digital-skills

awareness@switch.ch

cert@switch.ch

https://www.switch.ch/en/insights/gym-bag-saves-university-ransomware
https://www.switch.ch/en/insights/10-tips-successful-incident-response
https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box
https://connect.geant.org/2024/10/16/strengthening-security-awareness-in-higher-education-how-switchs-new-community-is-bridging-silos-and-promoting-digital-skills
https://connect.geant.org/2024/10/16/strengthening-security-awareness-in-higher-education-how-switchs-new-community-is-bridging-silos-and-promoting-digital-skills
mailto:awareness@switch.ch
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Keep up to date?

Subscribe to our
Awareness@Switch - News

4 times per year
https://swit.ch/awareness-news



Switch Security Awareness 
Competence Center

Fabio Greiner | Katja Dörlemann | Cornelia Puhze

awareness@switch.ch
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mailto:awareness@switch.ch


März - Juni 2025

Modul 1: Konzeption von Awareness-Massnahmen
§ Einführung in das Kursframework
§ Cyberrisiken, Risikowahrnehmung und menschliches Verhalten
§ Organisationaler und regulatorischer Kontext
§ Methoden zur Verhaltensänderung
§ Kommunikation im organisationalen Kontext
§ Awareness-Tools in der Praxis (z.B. Phishing, Serious Games)
§ Schaffung eines Risikobewusstseins bei Management und IT

Modul 2: Umsetzung von Awareness-Massnahmen
§ Vertiefung zur Verhaltensänderung und -messung
§ Gestaltung von Lerneinheiten (z.B. Videos)
§ Kommunikation von Awareness-Massnahmen
§ Awareness-Tools in der Praxis (z.B. Live Hacking)
§ Förderung von sicherem Verhalten durch Technik

www.zhaw.ch/iwi/cascyra
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In Kooperation mit

CAS Cyber Risk Awareness 

Weiterbildung in Informationssicherheit  
und Datenschutz

Interdisziplinär und praxisnah
www.zhaw.ch/iwi/cascyra

http://www.zhaw.ch/iwi/cascyra
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The internet 
 security   
platform.

An initiative of the
Swiss Internet Security
Alliance SISA.

ibarry.ch
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